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AbstractÐThis paper presents a block-based spatial watermarking method. The main interest of this
method is that it attempts to realise a good compromise between robustness performance, quality of
the embedding and computational cost. This method is based on elementary perceptual criterion and
adapts the embedding with regards to the content of the blocks. The paper ends with results deduced
from many perceptual tests. The robustness towards lossy compression is also deeply analysed. # 1998
Elsevier Science Ltd. All rights reserved

1. INTRODUCTION

From the content owner point of view it is not

clear that classical legal copyright protections are

su�cient. There is a great demand for new technol-
ogies speci®cally suited for digital media [1]. As a

matter of fact the nature of digital media threatens

its own viability. Replications of digital works are

easy and identical to original contents. The plas-

ticity of digital media is also a great menace.

Fortunately, digitisation of audiovisual content

o�er in counterpart new possibilities for the devel-

opment of copyright protection techniques.
Watermarking is one of these. The principle of

watermarking is the robust and secret embedding of

copyright information in a content. This content

may be as text [2, 3], or audio content [4], but most

of the time watermarking is applied to still or mov-

ing pictures.

A large number of watermarking techniques

using di�erent approaches already exist. Most of

them directly modify the luminance [5, 6] or the

chrominance [7]. Such methods have the advantage

of being very fast. It is also interesting to consider

the image content as a broadband channel that can

convey a narrow bandwidth information. Di�erent

techniques use this approach by means of the
spread-spectrum theory to embed a copyright code

[8]. Some authors apply the watermarking on some

characteristics of the image, such as DCT coe�-

cients [9], fractals coe�cients, motion estimation

vector, high resolution coe�cients in case of multi-

resolution encoding or the phase of DFT coe�-

cients [10]. Finally, other authors propose methods

based on Human Visual System model to guarantee
the invisibility of the embedding [11, 12].

Such very elaborated techniques have the advan-

tage of realising a good trade-o� between robust-

ness and quality of the watermarked image.

Nevertheless, their main drawback is their complex-
ity and computational cost. This can be annoying
for video sequences since real-time embedding is a

major issue. The watermarking method presented in
this paper has been developed in the scope of the
European ACTS project TALISMAN (AC 019)
[13]. The main purpose of this project is to make

near real-time watermark embedding and real-time
retrieval of watermarked copyright information.
The goal is to provide facilities for monitoring

broadcast networks in order to detect copyright vio-
lations. With this aim in view, real-time retrieval is
crucial.

This paper presents a low computational cost
watermarking technique for still pictures and for
video sequences. The embedding process consists of

embedding redundantly a copyright information
(typically 64 bits) in a digital picture with the use of
a secret key. The retrieval process allows the copy-
right information to be retrieved without the use of

the original image. There are a few parameters in
the algorithm, many perceptual tests have been
achieved so as to determine the optimal solution.

Many tests were also performed in order to analyze
the robustness of the watermark, such as JPEG and
MPEG compression etc.

2. EMBEDDING

2.1. Introduction
The presented embedding method is block-based.

Before being embedded, the copyright information
is converted into a bitstream. Each bit is spread
over one block. In the current implementation, the

block size is 8� 8. The main purpose of this choice
is that it corresponds to the size of JPEG blocks.
So the e�ects of JPEG compression a�ect indepen-
dently each embedded bit. Besides, this allows to
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embed 4096 bits in a 512�512 image, which is far
more than su�cient for the copyright information.

This information is thus embedded redundantly,
which increases the robustness.
The embedding of the bits is performed thanks to

the following steps:

1. Subdivision of the image in 8�8 blocks;
2. Classi®cation of the pixels of one block in zones

of homogeneous luminance values;
3. Subdivision of each zone in categories de®ned by

a speci®c grid;

4. Embedding of the bit through the relationship
between categories mean values in each zone, fol-
lowing a given embedding rule.

2.2. Classi®cation in zones

The aim is to classify the pixels of the block in
groups of relatively homogeneous luminance. This
classi®cation takes the block features into account,
which is interesting for invisibility and robustness.

This will be discussed below.
Three types of contrasts can be distinguished:

1. Hard contrast (Fig. 1a) where two zones separ-

ated by a luminance step can be de®ned.
2. Progressive contrast (Fig. 1b) where two uniform

zones are separated by a progressive luminance

variation.
3. Noise contrast (Fig. 1c) with a luminance distrib-

uted like random noise.

The luminances of the block pixels are rep-
resented by an increasing function F(x) where F(0)
is the lowest luminance value and F(n2) is the high-

est luminance value, n being the block size. The
slope of F(x), S(x), determines the block contrast
type. Let Smax be the maximum slope of F, located
at the index x = a. If Smax is lower than a given

threshold T1, the block has a noise contrast. If Smax

is higher than T1 the block has a progressive or

hard contrast. In this case, let b+ and bÿ be the
indexes, closest to a, respectively higher and lower,
and respecting the relationships:

S�b�� ÿ S�a� > T2 and S�a� ÿ S�bÿ� > T2 �1�
where T2 is another given threshold value.

If the contrast is hard, a = b+ and a = bÿ . If
the contrast is progressive, the interval [bÿ ,b+] is
the progressive contrast transition zone

The classi®cation of the pixels p(i,j) in two zones
is de®ned by the following rules:

. for progressive and hard contrasts:

if p(i,j) < F(bÿ), p(i,j) belongs to zone 1.
if p(i,j) > F(b+), p(i,j) belongs to zone 2.
Note that it is possible some pixels do not

belong to any of the two zones if their lumi-
nance is too close to F(a).

. for noise contrasts, the pixels are separated in two

groups having the same dimension:
. if p(i,j) < F(n2/2), p(i,j) belongs to zone 1.
. if p(i,j) > F(n2/2), p(i,j) belongs to zone 2.

2.3. Subdivision of the zones in categories
After having computed the zones, it could be

envisaged to embed the bit by modifying some

characteristics of the zones. Unfortunately, it
appears that direct work on the zones is neither
robust nor acceptable for the invisibility.

In order to ®nd a room for embedding the bit,
two categories (A and B) are created in each zone.
The subdivision is determined by a grid de®ned

before the embedding. Figure 2 shows examples of
typical grids. Other subdivisions are used such as
2�1 or 1� 2 grids, or more complex combinations.
In the current implementation there are a dozen of

Fig. 1. Classi®cation in zones: (a) hard contrast; (b) progressive contrast; (c) noise contrast

V. Darmstaedter et al.418



grids. The category of a pixel depends on two el-
ements: the pixel spatial position in the block and
the zone it belongs to.
It is also important to note that this grid has to

remain secret. It is indeed easier to remove the
watermark with the knowledge of this grid. In the
current implementation, the grid changes for every

block according to a secret key.

2.4. Embedding rule
From the ®rst two steps, 4 di�erent groups of

pixels in the blocks are de®ned, depending on the

zone (1 or 2) and the category (A or B). Six values
can be computed from this subdivision: the 4 means
m1A m1B, m2A and m2B of groups contain n1A,

n1B, n2A, and n2B pixels, respectively; and the
zones mean values m1 and m2. The means from the
same zones are combined together. The bit is thus

embedded twice through both zones. This increases
the robustness and permits the bit to be embedded
without altering the block excessively.

The embedding of a bit b in the block is per-
formed through the relationship between categories
luminance mean values. The embedding rule is
given by:

if b � 0: m*
1B ÿm*

1A � l �2�

m*
2B ÿm*

2A � l �3�

if b � 1: m*
1A ÿm*

1B � l �20�

m*
2A ÿm*

2B � l �30�
where m*

1A, m
*
1B, m

*
2A and m*

2B are the mean values
required by b and l is the embedding level, i.e. the

required di�erence between the mean values.
In order to have an embedding as invisible as

possible, the low frequencies (to which the eye is
the most sensitive) must be conserved. The conser-

vation of the mean value in each zone imposes:

n1A:m
*
1A � n1B:m

*
1B

n1A � n1B
� m1 �4�

n2A:m
*
2A � n2B:m

*
2B

n2A � n2B
� m2 �5�

Equations (1)±(3) to Equation (4) allow us to com-
pute the values of m1A*, m1B*, m2A* and m2B*.

In each zone the pixels' luminance values must be
adapted to respect these means. We choose to

impose the same luminance variation to all the pix-
els belonging to the same zone.
Let D1A, c° 1B, D2A and D2B be the luminance vari-

ations. We have:

Dxy � m*
xy ÿmxy �6�

with x= 1,2 and y =A,B.

2.5. Example

We want to embed the bit b = 1 in the 8� 8
block represented in Fig. 3a. With T1=5 and
T2=3, the corresponding zones are in Fig. 3b.

Dashes correspond to unclassi®ed pixels, they will
not be changed. The contrast is progressive. The
pixel categories corresponding to a 2� 2 grid size

and to the zones in Fig. 3b are represented in
Fig. 3c. Note that the grid is inverted in zone2.

The means computing gives: m1A=66,

m1B=59, m2A=148 and m2B=141.
With an embedding level l= 4, the required

means are:
m*

1A � 60, m*
1B � 64, m*

2A � 142 and m*
2B � 146.

The required luminance variations are:
D1A=ÿ 6, D1B=5, D2A=ÿ 6 and D2B=5.
The embedded block is shown in Fig. 3d.

3. INFORMATION EXTRACTION METHOD

Extraction of the information embedded in the
image requires knowledge of the size of the block(s)

and the grid used to determine the categories.
Decoding is performed with the following steps:

1. Subdivision of the image in 8�8 blocks

2. Classi®cation of the pixels of the block in zones.
3. Subdivision of each zone in categories.
4. Comparison of the means in order to determine

the embedded bit value.

Steps 1 and 2 are the same as for the embedding
algorithm. Step 3 is detailed below.

Fig. 2. Categories grids for one block: (a) grid 2� 2; (b)
grid 4�4

Fig. 3. Example of embedding: (a) original block; (b)
zones; (c) categories; (d) marked block
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Be S1 and S2 the values obtained by the compari-
son of the categories mean values:

S1 � m1A ÿm1B �7�

S2 � m2A ÿm2B �8�
The signs S1 and S2 allow decoding of the
embedded bit. Moreover, the absolute values of S1

and S2 give a con®dence level to this determination.
Three cases can happen:

Case 1: S1�S2>0

. the embedded bit is 1 if S1>0 and 0 if S1<0.

. the con®dence level is:

very certain if | SS1 | and | S2 | >2;
very certain if | S1 | and/or | S2 | >2.5;

uncertain if | S1 | and | S2 | <0.7;
certain otherwise.

Case 2: S1�S2<0

. Be S = (n1A+n1B)�S1+(n2A+n2B)�S2

. the embedded bit is 1 if S>0 and 0 if S < 0.

. the con®dence level is uncertain.

Case 3: S1�S2»0

. Be S = max (| S1 |, | S2 |).

. the embedded bit is 1 if S>0 and 0 if S < 0 and

the con®dence level is uncertain. If S = 0 the bit
is undetermined.

As explained in Section 2.1, each bit is embedded

redundantly. The global con®dence level of the bit
is the integrated value of each occurrence of this bit
in the image. The bit is determined afterwards,

according to the global con®dence level.

4. IMPLEMENTATION AND RESULTS

A few parameters are required to embed a binary
code into a picture: the embedding level l, the cat-

egories grid size, the number of bits to be

embedded, and the level of redundancy: if the code

is short enough compared to the number of blocks,

a repetition of the code with error correction codes

(e.g. BCH codes) can be used. The correcting ca-

pacity of this code is also a parameter, this will be

discussed in Section 4.2.

Two aspects determine the quality of the embed-

ding: the invisibility of the code and its robustness

to image processing and lossy compression.

The visibility increases with the embedding level.

Typical values are 0 < l< 7. If l is higher than 7

the code is really visible, but the higher l is, the bet-

ter the robustness is. Figure 4 illustrates the in¯u-

ence of the level on the robustness. The Bit Error

Rate (BER), percentage of not recovered bits, is

drawn with regards to the JPEG quality factor. The

choice of l depends on the expected compression

level. In TALISMAN, an invisibility criterion has

been added. This preliminary test determines if a

block can be watermarked or not. This simple test

is based on analysis of the variance of the block

and will be presented in Section 4.1.

Visibility depends slightly on the categories grid

size: with a 1�1 grid the transitions between cat-

egories are frequent and the embedded code is simi-

lar to high frequency noise, it is thus less visible

than with a 4�4 grid since high frequency noise is

less perceptible by the human eye. At the opposite,

a bigger grid resists better to compression, the

trade-o� between invisibility and robustness is a

2�2 grid. Other patterns are also used such as

1�2 or 2�1 grids. The grid size is determined by a

secret key for each block.

The use of error correcting codes allows to deeply

reduce the decoding error rate without a�ecting the

visibility. This will be presented in Section 4.2.1.

Fig. 4. BER for di�erent embedding levels tested on Lena
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4.1. Invisibility improvements

In order to be compliant with the strict invisi-

bility criterion, an invisibility criterion has been

added before the embedding. This criterion discards

low activity blocks for which it is clear that the

watermark will be visible.

. The variance of each block is calculated before

the embedding. If this variance is inferior to a

given threshold the block is left unchanged.

. Another criterion has been added inside the

block. If the variance of one zone in a block is

equal to zero (¯at zone), the block is also left

unchanged.

The quality of the embedding is highly dependent

on the variance threshold. Fig. 5 shows the robust-

ness towards JPEG compression for di�erent var-

iance thresholds. When this threshold is above 10

for 8-bit pictures (256 grey levels), the watermark is

always invisible for reasonable levels, but the

robustness decreases a lot because too many blocks

are left unchanged. Figure 6 shows the in¯uence of
typical choices of parameters on Lena. In the cur-

rent implementation, the choice that has been made
is 8 for the variance threshold and 4 for the corre-
sponding embedding level. Figure 7b represents the

picture of Lena watermarked with these parameters.
Figure 7d is represents the blocks that are discarded
by the criterion for the same parameters. Figure 7a
is the original picture of Lena and Fig. 7c is the

result of the embedding at a too high level without
the variance criterion (l = 20).

4.2. Robustness improvements
4.2.1. BCH codes. Even with the variance cri-

terion, there is a huge number of embedded blocks.
It is thus interesting to embed redundantly the
binary copyright information, the length of which is

typically 64 or 128 bits. These lengths correspond
to future promising identi®cation ISO standards,
such as ISAN number [14] for audiovisual material

and IMLP and SPIFF for still images [15].

Fig. 5. In¯uence of the variance (level = 4)

Fig. 6. Results for typical embedding levels and threshold values tested on Lena
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Nevertheless, a more clever use of this redundancy

is to make use of error correcting codes, e.g., BCH

codes [16]. BCH codes have adaptable correction
capacities. The binary code is ®rst encoded by the

BCH, then the resulting bitstream is embedded
redundantly in the picture. During the retrieval, the

embedded bitstream is then decoded through the
BCH and the original message can be recovered.

Figure 8 shows that the use of these codes is
pro®table. When the error correction capacity

grows, the robustness increases, this is due to the
correction capacity of the BCH. Nevertheless, when

the correction capacity grows, the redundancy
decreases. As a consequence, there is an optimum.

In the current implementation, the choice of an
error correction capacity of 5 has been made.

4.2.2. Temporal redundancy. In the case of video

sequences, the same copyright information can be
embedded in consecutive frames. Sometimes, the
same code is embedded in the whole video. It is

thus interesting to take this into account and to use
the temporal redundancy for the retrieval. Tests
have been performed on 720�576 color pictures

compressed at 6 Mb/s with MPEG2. They have
proved that after 1 or 2 sec the BER is approxi-
mately equal to zero if the embedded code is ran-

domly distributed all over the picture.

4.3. JPEG compression
The robustness towards JPEG and MPEG com-

pression is an essential feature for every watermark-
ing algorithm. Figure 8 represents the Bit Error

Fig. 7. (a) Lena original; (b) watermarked; (c) level = 20; (d) modi®ed blocks

Fig. 8. In¯uence of the BCH
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Rate after retrieval with regard to the JPEG quality

factor. A quality factor of 75% does not introduce
artefacts. These results have been achieved on a
database of 50 pictures representing a wide range of
natural pictures (not synthetic ones). Four curves

are drawn on Fig. 9: the maximum BER, the mini-
mum, the average and the results for Lena.

4.4. Complexity issues
One of the most important features of the algor-

ithm is that its complexity is very low. Very simple

operations are performed on the image, while
neither frequency transforms nor spatial ®ltering
are used. The costliest operation is the sorting of

the pixels for each block. Other costly operations
for the block are the computing of variance and
embedding, but their complexity is inferior to that
of sorting. Moreover, since the operations are per-

formed independently in each block, it is possible to

achieve them in parallel.

5. CONCLUSION

In this paper a new approach for embedding a
code into a picture has been presented. The tech-
nique is based on the image spatial decomposition

in blocks and the classi®cation of the pixels in
homogeneous luminance zones. The code is
embedded in the order relationship between mean

values inside the zones. The in¯uence of the di�er-
ent embedding parameters on the visibility and the
resistance of the code has been studied. In particu-

lar, the resistance to JPEG compression is being
studied in the TALISMAN project. An invisibility
criterion was added that indicates when a block
does not contain enough information to be water-

Fig. 9. Retrieval results for the database

Low cost spatial watermarking 423



marked. Tuning of the parameters for this criterion
is currently studied.
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