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Abstract. A novel copyright protection scheme for digital images based
on visual cryptography and statistics is proposed. The proposed method
employs sampling distribution of means and visual cryptography to
achieve the requirements of robustness and security. Our method can
register multiple secret images without altering the host image and can
identify the rightful ownership without resorting to the original image.
Moreover, the proposed method enables the secret images to be of any
size regardless of the size of the host image. Finally, experimental re-
sults show that the proposed scheme can resist several common
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1 Introduction

With the coming era of the Internet, more and more data
are transmitted and exchanged on the networked systems to
enjoy the rapid speed and convenience. In cyberspace,
however, the availability of duplication methods encour-
ages the violation of intellectual property rights of digital
data, such as document, image, audio, and video. There-
fore, the protection of the rightful ownership of digital data
has become an important issue recently. Today, researchers
have proposed many techniques to protect the intellectual
property rights for digital images. Digital watermarking, a
type of such technique, is a method that hides a meaningful
signature, or the so-called digital watermark, in a host im-
age for the purpose of copyright protection, image authen-
tication, copy protection, and captioning. When the rightful
ownership of the image must be identified, the hidden wa-
termark can be extracted for ownership verification. During
the watermark detection process, the original image may or
may not be used. However, in many cases such as image
monitoring, the original image is usually unavailable, thus
those techniques that can reveal watermarks without the aid
of the original image become better solutions. Digital wa-
termarks can be either visible1 or invisible.2–5 In this paper,
we focus on invisible watermarks. In general, an effective
watermarking scheme should satisfy certain requirements,
such as imperceptibility, robustness, unambiguousness, se-
curity, capacity, and low computational complexity.2,6–8

Some of these requirements may conflict with each other,
thereby introducing many technical challenges. For ex-
ample, imperceptibility and capacity may conflict with ro-
bustness. Therefore, a reasonable compromise between
some requirements is required to achieve better perfor-
mance for the intended applications.

Based on the taxonomy found in many literature
m0091-3286/2005/$22.00 © 2005 SPIE
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ources, we can group watermarking techniques into two
ategories: one is the spatial-domain approach3,5,9 and the
ther is the transform-domain approach.2,10–12 Most related
echniques use many pixels or transform coefficients to
onceal one bit of information. Usually, the data of the host
mage should be adequately adjusted or altered to embed
he digital signature. Thus, the watermark should be much
maller than the host image so that the requirements of
mperceptibility and robustness can be satisfied. Such a
roperty makes it impossible to embed a larger watermark
nto a smaller host image. In addition, if multiple water-
arks must be registered for a single image, it is also im-

ossible for such methods to embed the latter watermark
ithout destroying the former ones. Moreover, when the

ightful ownership of the image must be identified, many of
he methods require the aid of the original image to extract
he watermark.

In 1995, Naor and Shamir introduced a perfectly secure
ay called visual cryptography �VC� for the protection of

ecret images.13 In addition to the property of perfect se-
recy, the prominent feature provided by VC is the decryp-
ion method done by human eyes. Recently, many VC
ased copyright protection schemes were proposed, such as
hose in Refs. 9, 10, and 14. Hou and Chen9 use a modified
wo-out-of-two VC scheme to split the watermark into two
eaningless shares, and the first share is embedded into the

ost image by decreasing the gray levels of some specific
ixels. When the rightful ownership must be identified, the
econd share and the watermarked image are superimposed
o reveal the watermark. The drawbacks of their method are
hat the host image should be altered and that the robust-
ess to some attacks, such as jitter, geometric distortion,
ropping, and rotation attacks, is rather weak. Chang et al.’s
opyright protection scheme10 utilizes VC and discrete co-
ine transform �DCT� to satisfy the requirement of security
nd robustness, and enables registering multiple water-

arks without destroying other hidden signatures. Their
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method comprises the ownership share construction and the
watermark revelation phases. During the ownership share
construction phase, the dc coefficients of all DCT blocks
are extracted from the host image to form a master share;
then, an ownership share obtained by combining the master
share and the watermark is constructed as a key to reveal
the watermark without resorting to the original image.
Since their method does not actually embed the watermark
into the image, the host image will not be altered. However,
their method does not really provide the key advantage of
visual cryptography that uses human eyes to decrypt the
secret without the aid of computers. In addition, their
method requires the size of the watermark to be much
smaller than that of the host image. For example, if the size
of the original image is M1�M2, then the size of water-
marks should be at most M1 /12�M2 /12 for four colors,
M1 /20�M2 /20 for 13 colors, and M1 /92�M2 /92 for
gray level and 256 colors. Hwang’s method14 uses the most
significant bits of the host image to generate the first share
so as to satisfy the requirement of robustness. Then, the
first share is used together with the watermark to construct
the second share according to the two-out-of-two VC
scheme. The method has the advantages that the watermark
can be of any size, and that the host image is not altered.
However, the use of the most significant bits may result in
violation of the probability setting required by VC; thus,
the security can not be ensured.

In this paper, we propose a copyright protection scheme
for digital images to remedy the drawbacks presented in
Refs. 9, 10, and 14. Our method uses the theories and prop-
erties of sampling distribution of means �SDM� to generate
a binary master share from a gray-level image. Then, the
master share and the secret image �conceptually similar to
the watermark� are used to construct the ownership share
according to some predefined rules of VC. When the right-
ful ownership must be identified, the master share, gener-
ated from the image to be identified, and the ownership
share are superimposed to reveal the secret image without
the aid of computers. Our method can provide all the ad-
vantages presented in Refs. 9, 10, and 14, but their respec-
tive drawbacks are avoided. For example, the host image
will not be altered; the rightful ownership can be identified
without the aid of the original image; the secret image can
be of any size; multiple secret images are allowed to be
registered for a single image without causing any damage
to other hidden images; and the advantage of VC, which
uses human eyes to recover secret images without the aid of
computers, can be fully utilized. In addition, our method
can attain the requirement of robustness because the char-
acteristics and parameters of statistics of an image can not
be easily changed by many attacks. Finally, the security of
the scheme is ensured by the properties of VC. Altogether,
our method has more applications than copyright protec-
tion. For example, it can be applied to cover the transmis-
sion of confidential images.

The rest of this paper is organized as follows. Section 2
introduces VC. Section 3 provides a brief description of
sampling distribution of means. In Sec. 4, we demonstrate
how the properties of SDM and VC can be applied to con-

struct a copyright protection scheme for digital images.
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ection 5 presents the experimental results, which demon-
trate the robustness of our method. Finally, a brief conclu-
ion is given in Sec. 6.

VC

C schemes were first introduced by Naor and Shamir to
ncrypt a secret image into n shadow images called shares
uch that any k or more shares can recover the secret im-
ge, whereas less than k shares cannot leak any information
bout the secret.13 Unlike traditional cryptographic
chemes, VC uses human eyes to decrypt the secret without
ny complex decryption algorithms or the aid of computers.
sually, the decryption of the secret image consists of
rinting more than k shares onto transparences and super-
mposing these transparences altogether; then, participants
an identify the recovered secret from the stacked image
ith their eyes. Therefore, it is a quite simple but secure
ay to protect the secret. Basically, VC schemes should

atisfy some security and contrast conditions. The follow-
ng definition formally defines a k-out-of-n visual cryptog-
aphy scheme.13

Definition 1. A k-out-of-n visual cryptography scheme
ith m subpixels, contrast ��0, threshold d consists of

wo collections of n�m Boolean matrices C0
�C0,1 ,C0,2 , . . . ,C0,u� and C1= �C1,1 ,C1,2 , . . . ,C1,v�. To

hare a white �resp. black� pixel, the dealer randomly
hooses one of the matrices in C0 �resp. C1�. The chosen
atrix defines the color of the m subpixels in each one of

he n transparencies. The solution is considered valid if the
ollowing three conditions are satisfied:

1. For any matrix S�C0, the m vector V of ORing any
k out of n rows of S satisfies w�V��d−�m.

2. For any matrix S�C1, the m vector V of ORing any
k out of n rows of S satisfies w�V��d.

3. For any subset �i1 , i2 , . . . , iq� of �i1 , i2 , . . . , in� with q
�k, the two collections of q�m matrices Dt ob-
tained by restricting each n�m matrix in Ct, where
t� �0,1� to rows i1 , i2 , . . . , iq are indistinguishable in
the sense that they contain the same matrices with the
same frequencies.

he Hamming weight of the m vector V, denoted by w�V�,
s the number of 1 within V, and the gray level of the
tacked image is proportional to w�V�. The first two prop-
rties are related to the contrast of the image. The value �
s called relative difference, and �m is referred to as the
ontrast of the image. The third property is called security,
ince it implies that less than k shares cannot gain any
nformation of the secret image. To share a white �resp.
lack� pixel, we randomly choose one of the matrices in C0
resp. C1�, and then the i’th row is used to represent the

subpixels on the i’th share. For example, the two-out-of-
wo visual cryptography scheme can be represented by the
ollowing two collections:

0 = ��0 1 	,�1 0 	
 , �1�

0 1 1 0
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C1 = ��0 1

1 0
	,�1 0

0 1
	
 . �2�

Note that the preceding two collections C0 and C1 will lead
to distortion of the image. To remedy the drawback, one
can use more subpixels to maintain the aspect ratio. Table 1
shows an alternative two-out-of-two VC scheme that can
avoid distortion of the image. In such scheme, every secret
pixel is expanded to 4 subpixels in each share to maintain
the aspect ratio of the image. In the following sections, this
scheme is used to construct the copyright protection
scheme for digital images.

3 SDM
According to the theory of sampling distribution, the SDM
from a normal population is also a normal distribution.15 In
statistics, many important properties are related to SDM of
a normal population, such as unbiasedness, efficiency, and
consistency. The unbiased property, which will be helpful
to our copyright protection scheme, means that the average
of all the possible sample means of a given sample size n
will be equal to the population mean �. In many cases, it is
not a simple task to distinguish whether or not a population
is normally distributed. Fortunately, the central limit theo-
rem can be employed to solve this problem. According to
the central limit theorem, as the sample size gets large
enough, the SDM can be approximated by the normal dis-
tribution. In practice, the sample size n�30 is considered
sufficient for a SDM to approximate to a normal distribu-
tion.

Let −��X� +� be a normal random variable with
population mean � and standard deviation 	. Also let −�

� X̄� +� be a random variable of the sample mean drawn
from the population with the normal random variable X.

Then, the normalized sampling distribution of X̄ has the
mean

�X̄ = � �3�

Table 1 The 2-out-of-2 visual cryptography scheme.
and the standard error of means T

Optical Engineering 077003-3
X̄ =
	

�n
. �4�

heoretically, normal distribution is bell-shaped and sym-
etrical in its appearance, and the probability density func-

ion for X is given by

f�X� =
1

	�2

exp�− �X − ��2/2	2� . �5�

hen, for a fixed x, the probability of X�x, denoted by
r�X�x�=�, can be computed by

= �
−�

� 1

	�2

exp�− �X − ��2/2	2�dX . �6�

herefore, we have that Pr�X���=Pr�X���=0.5. Simi-

arly, it is easy to conclude that Pr�X̄��X̄�=Pr�X̄���
0.5 and that Pr�X̄��X̄�=Pr�X̄���=0.5. The preceding
roperties are illustrated in Fig. 1. In the following sections,
he application of SDM is further discussed.

Proposed Scheme
n this section, we introduce the proposed copyright protec-
ion scheme based on VC and SDM. Essentially, the
cheme comprises the ownership registration and the own-
rship identification phases. In the ownership registration
hase, the master share M will be generated from the host
mage by SDM. Then, the master share M is used together
ith the secret image S to generate the ownership share O

ccording to some predefined encryption rules of VC. Dur-
ng the process of sampling, a private key K is used so that
he identical sequence of pixel values can be drawn out
rom the host image in both phases. Finally, the private key

is kept in secret by the copyright owner, and the owner-
hip share O must be registered with a trusted third party
or further authentication. When a controversy over the
wnership of the host image happens so that the copyright
wner wants to prove his or her rightful ownership, the
wnership identification procedure should be performed.

Fig. 1 Sampling distribution of means from a normal population.
hus, the private key K and the ownership share O are used
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Hsu and Hou: Copyright protection scheme…
to reveal the hidden secret image for settling the dispute. In
the following sections, we describe our scheme in more
detail.

4.1 Ownership Registration Phase
Assume that a copyright owner wants to hide a bilevel se-
cret image S of size N1�N2 pixels into a gray-level host
image of size M1�M2 pixels for protecting his or her own-
ership. In the beginning, the population mean � of the pixel
values of the host image should be calculated in advance.
In addition, a private key K should be used for sampling so
that a list of random numbers, L= �l1 , l2 , . . . �, can be gener-
ated by a pseudorandom number generator seeded by K,
where each random number lm� �1,2 , . . . ,M1�M2� corre-
sponds to the location of a pixel in the host image. For
example, the first n elements in L are used to compute the
first sample mean, the next n elements are used to compute

the second sample mean, etc. Assume that X̄t denotes a
sample mean with sample size n�30 randomly selected
�according to L� from the host image. Thus, according to
the central limit theorem and the unbiased property of

SDM, we have that Pr�X̄t���=Pr�X̄t���=0.5. Also as-
sume that mi,j denotes a pixel �with 4 subpixels� of the
master share M. Then each pixel mi,j of the master share M
can be generated by the following generation rules
�M�Rule�1 and M�Rule�2�:

Master Share Generation Rules:

Now, we can start to generate the ownership share. As-
sume that si,j denotes a pixel of the secret image S, and oi,j
denotes a pixel �with 4 subpixels� of the ownership share
O. Also assume that 0 denotes a white pixel and 1 denotes
a black pixel. Then, the resultant master share M is used
together with the secret image S to generate the ownership
share O according to the following generation rules
�O�Rule�1, O�Rule�2, O�Rule�3, and O�Rule�4�:

Ownership Share Generation Rules:

The process of ownership share construction is illus-

Fig. 2 Process of master and ownership shares construction
procedure.
trated in Fig. 2. Altogether, the ownership share construc- t

Optical Engineering 077003-4
ion procedure is formally described by the following algo-
ithm.

.1.1 Algorithm ownership share construction
procedure

nput. A gray-level host image H with
M1�M2 pixels, a bilevel secret image S
with N1�N2 pixels, and a private key K.

utput. An ownership share O of size
N1�N2 pixels �each of which is com-
posed of 4 subpixels�.

tep 1. Compute the population mean � of the
pixel values of the host image H.

tep 2. Generate a list of random numbers L
= �l1 , l2 , . . . �, where lm� �1,2 , . . . ,M1�M2�,
by a random number generator seeded
by K.

tep 3. Randomly select n�n�30� pixel values
xt,1 ,xt,2 , . . . ,xt,n from the host image H
�according to L� to form a sample mean
X̄t.

tep 4. For each pixel si,j of the secret image S,
determine the color of the pixel oi,j �with
4 subpixels� in the ownership share O
according to the following encryption
rules:

tep 5. Repeat steps 3 to 4 until all pixels of the
secret image S are processed.

Finally, the private key K must be kept secretly by the
opyright owner for proving his or her ownership, and the
wnership share O should be registered with a trusted third
arty for further authentication. Since perfect secrecy is
uaranteed by the two-out-of-two VC scheme of which the
equired probability setting is satisfied by SDM, without
he correct private key, no one can recover any meaningful
mage. Thus, any one who can provide the correct private
ey to reveal a meaningful image must be the copyright
wner of the image. In the next section, we introduce the
rocedure for ownership identification.

.2 Ownership Identification Phase
n the Internet era, it is very possible that a digital image is
eld or abused without the permission of the copyright
wner. When a controversy over the ownership of the im-
ge happens so that the copyright owner wants to prove his
r her rightful ownership, the ownership identification pro-
edure should be performed accordingly. In the ownership
dentification phase, the copyright owner should provide

he same private key K used in the ownership registration

July 2005/Vol. 44�7�
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phase so that the correct sequence of pixel values can be
obtained during the sampling process. Then, the master
share M� is generated from the controversial image H� by
the following algorithm:

4.2.1 Algorithm master share construction
procedure

Input. A gray-level host image H� with M1
�M2 pixels, a bilevel ownership share O
with N1�N2 pixels �each of which is
composed of 4 subpixels�, and a private
key K.

Output. A master share M� of size N1�N2 pixels
�each of which is composed of
4 subpixels�.

Step 1. Compute the population mean �� of the
pixel values of the host image H�.

Step 2. Generate a list of random numbers L
= �l1 , l2 , . . . �, where lm� �1,2 , . . . ,M1�M2�,
by a random number generator seeded
by K.

Step 3. Randomly select n�n�30� pixel values
xt,1� ,xt,2� , . . . ,xt,n� from the host image H�
�according to L� to form a sample mean
X̄t�.

Fig. 3 Process of ownership identification procedure.

Fig. 4 �a� Gray-level host image �512�512 pixels� and �b� bilevel
secret image �256�256 pixels�.
Optical Engineering 077003-5
tep 4. For each pixel oi,j �with 4 subpixels� of
the ownership share O, the correspond-
ing color of the pixel mi,j� �with
4 subpixels� in the master share M� is
determined by

tep 5. Repeat step 3 to 4 until all pixels of the
ownership share are processed.

After the master share M� is created, the secret image S�
an be revealed by visual cryptography. We can simply
rint both shares onto transparencies and then superimpose
hem to reveal the secret image without the aid of comput-
rs. On the other hand, the secret image can also be re-
ealed by computers, and the algorithm is as follows:

.2.2 Algorithm secret image revelation procedure
(by computers)

nput. A gray-level host image H� with M1
�M2 pixels, a bilevel ownership share O
with N1�N2 pixels �each of which is
composed of 4 subpixels�, and a private
key K.

utput. A recovered secret image S� of size N1
�N2 pixels.

tep 1. Compute the population mean �� of the
pixel values of the host image H�.

ig. 5 �a� Master share generated from the original image �512
512 pixels�, �b� the ownership share �512�512 pixels�, and �c�

tacked result of �a� and �b�.

ig. 6 �a� JPEG-compressed image with compression ratio of 5:1
PSNR=37.77 dB�, �b� the secret image revealed by VC �NC
98.88% �, and �c� secret image revealed by computers �NC
97.76% �.
July 2005/Vol. 44�7�
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Step 2. Generate a list of random numbers L
= �l1 , l2 , . . . �, where
lm� �1,2 , . . . ,M1�M2�, by a random
number generator seeded by K.

Step 3. Randomly select n�n�30� pixel values
xt,1� ,xt,2� , . . . ,xt,n� from the host image H�
�according to L� to form a sample mean
X̄t�.

Step 4. For each pixel oi,j �with 4 subpixels� of
the ownership share O, determine the
color of the pixel si,j� in the secret image
S� according to the following decryption
rules:

Step 5. Repeat steps 3 to 4 until all pixels of the
ownership share are processed.

The process of ownership identification is illustrated in
Fig. 3. Note that the controversial image H� may be altered
or modified by the image processing filters or lossy com-
pression techniques, such as darkening, brightening, rescal-
ing, blurring, sharpening, distortion, cropping, JPEG, and
so on. Consequently, the revealed secret image S� may be
different from the original secret image S to some extent.

Fig. 7 �a� Lightened image �PSNR=18.59 dB�, �b� the secret image
revealed by VC �NC=100.0% �, and �c� the secret image revealed
by computers �NC=100.0% �.

Fig. 8 �a� Darkened image �PSNR=18.59 dB�, �b� the secret image
revealed by VC �NC=99.99% �, and �c� the secret image revealed
by computers �NC=99.98% �.
Optical Engineering 077003-6
Experimental Results
n this section, experiments are performed to demonstrate
he robustness of the proposed scheme against several com-
on attacks, including darkening, lightening, rescaling,

lurring, sharpening, noise, distortion, cropping, jitter,
PEG lossy compression, and rotation. The gray-level host
mage of size 512�512 pixels is shown in Fig. 4�a� and the
ilevel secret image of size 256�256 pixels is shown in
ig. 4�b�. The master share generated from the original im-
ge �Fig. 4�a�� is shown in Fig. 5�a�, the corresponding
wnership share is shown in Fig. 5�b�, and the stacked re-
ult of Fig. 5�a� and Fig. 5�b� is illustrated in Fig. 5�c�. In
he master share, the ratio of black pixels to white pixels is
0.21 to 49.79%, which reflects the central limit theorem
olds. In addition, two common similarity measurements
re introduced to evaluate the proposed copyright protec-
ion scheme. One is the peak signal-to-noise ratio �PSNR�
sed to evaluate the similarity of two gray-level images,
nd the other is the normalized correlation �NC� used to
easure the similarity between two bilevel images. The
rst measurement, PSNR, is defined as follows:

SNR = 10 � log
2552

MSE
, �7�

here

SE =
1

M1 � M2

i=1

M1


j=1

M2

�hi,j − hi,j� �2, �8�

i,j denotes a pixel color of the original host image, hi,j�
enotes a pixel color of the attacked image, M1�M2 is the

ig. 9 �a� Image with 10% monochromatic noises �PSNR
24.45 dB�, �b� the secret image revealed by VC �NC=95.02% �,
nd �c� the secret image revealed by computers �NC=90.05% �.

ig. 10 �a� Sharpened image �PSNR=24.65 dB�, �b� the secret im-
ge revealed by VC �NC=95.72% �, and �c� the secret image re-
ealed by computers �NC=91.43% �.
July 2005/Vol. 44�7�
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image size, and MSE is the mean squared error. The second
measurement, NC, is defined as follows:

NC =
i=1

N1  j=1

N2 si,j � si,j�

N1 � N2
� 100 % , �9�

where si,j denotes a pixel color of the original secret image
S, si,j� denotes a pixel color of the revealed secret image S�,
� denotes the exclusive OR operation, and N1�N2 is the
image size. Besides, the sample size n=30 is used to pro-
ceed all of the experiments.

In the following experiments, the NC values of the re-
vealed secret images generated by computers are measured
according to Fig. 4�b�. However, the NC values of the re-
vealed secret images generated by VC are measured ac-
cording to Fig. 5�c� since they have the same image size.
First, the JPEG lossy compression with compression ratio
of 5:1 is performed to evaluate the robustness. The similar-
ity between the compressed image shown in Fig. 6�a� and
the original image shown in Fig. 4�a� is PSNR=37.77 dB.
The similarity between the revealed secret image generated
by VC shown in Fig. 6�b� and the unattacked secret image
shown in Fig. 5�c� is NC=98.88%. The similarity between
the revealed secret image generated by computers shown in
Fig. 6�c� and the original secret image shown in Fig. 4�b� is
NC=97.76%. Next, experimented with the lightening and
darkening attacks. Figures 7�a� and Fig. 8�a� are the light-
ened and darkened images, respectively. The similarity of
the lightened image is PSNR=18.59 dB and that of the
darkened image is also 18.59 dB. The similarities of the
revealed secret images generated by VC and by computers
from the lightened image are NC=100.0%, and that from
the darkened image are NC=99.99% and NC=99.98%, re-

Fig. 11 �a� Blurred image �PSNR=25.39 dB�, �b� the secret image
revealed by VC �NC=95.38% �, and �c� the secret image revealed
by computers �NC=90.77% �.

Fig. 12 �a� Image with 11% of the top left area cropped �PSNR
=18.49 dB�, �b� the secret image revealed by VC �NC=92.09% �,
and �c� the secret image revealed by computers �NC=84.18% �.
Optical Engineering 077003-7
pectively. The following experiment concerns the noising
ttack. Figure 9�a� is the image with 10% monochromatic
oises, and its similarity measure is PSNR=24.45 dB. The
evealed secret image shown in Figs. 9�b� and 9�c� have
imilarity measures NC=95.02% and NC=90.05%, respec-
ively. The sharpening and blurring attacks were also per-
ormed to evaluate the robustness. The sharpened image
ith PSNR=24.65 dB and the blurred image with PSNR
25.39 dB are shown in Figs. 10�a� and 11�a�, respectively.
he revealed secret images generated by VC with NC
95.72% and by computers with NC=91.43% from the

harpened image are shown in Figs. 10�b� and 10�c�, re-
pectively. The secret images recovered by VC with NC
95.38% and by computers with NC=90.77% from the
lurred image are shown in Figs. 11�b� and 11�c�, respec-
ively. Next is the cropping attack, which erases the top left
rea �about 11%� of the image. The cropped image with
SNR=18.49 dB is shown in Fig. 12�a�, and the revealed
ecret images recovered by VC and by computers from the
ropped image, shown in Figs. 12�b� and 12�c�, are NC
92.09% and NC=84.18%, respectively. We also consider

he distorting and rescaling attacks. The distorted image
ith PSNR=21.05 dB is shown in Fig. 13�a�, and the result
f the revealed secret images recovered by VC with NC
92.48% and by computers with NC=84.95% from the
istorted image are shown in Figs. 13�b� and 13�c�, respec-
ively. The rescaled image with PSNR=31.79 dB, shown in
ig. 14�a�, is obtained by first downscaling the image by a
actor of 2 in each direction and then upscaling the down-
caled image to the original size. The result of the revealed
ecret images recovered by VC with NC=97.77% and by
omputers with NC=95.54% from the rescaled image are
hown in Fig. 14�b� and 14�c�, respectively. The jitter at-
ack was also conducted.16 We removed two distinct col-

ig. 13 �a� Distorted image �PSNR=21.05 dB�, �b� the secret im-
ge revealed by VC �NC=92.48% �, and �c� the secret image re-
ealed by computers �NC=84.95% �.

ig. 14 �a� Rescaled image �PSNR=31.79 dB�, �b� the secret im-
ge revealed by VC �NC=97.77% �, and �c� the secret image re-
ealed by computers �NC=95.54% �.
July 2005/Vol. 44�7�
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Hsu and Hou: Copyright protection scheme…
umns �with a width of 5 pixels� on the left half of the image
and then inserted them into other positions on the right half.
The jitter-attacked image with PSNR=20.33 dB is shown
in Fig. 15�a� and the revealed secret images recovered by
VC with NC=91.87% and by computers with NC
=83.75% from the jitter-attacked image are shown in Figs.
15�b� and 15�c�, respectively. Finally, the image was rotated
45 deg to the right and was examined. The rotated image
with PSNR=10.31 dB is shown in Fig. 16�a� and the re-
vealed secret images recovered by VC with NC=76.03%
and by computers with NC=52.06% from the rotated im-
age are shown in Figs. 16�b� and 16�c�, respectively.

The preceding attacks with the same parameters were
also used on some test images to further evaluate the ro-
bustness, and the results are shown in Tables 2 and 3. In
Table 2, the revealed secret images are recovered by com-
puters, and in Table 3, the revealed secret images are de-
coded by VC. According to the experimental results, we

Fig. 15 �a� Jitter-attacked image �PSNR=20.33 dB�, �b� the secret
image revealed by VC �NC=91.87% �, and �c� the secret image re-
vealed by computers �NC=83.75% �.

Table 2 The PSNR and NC values of differe

Attacks

“Airplane”

PSNR
�dB�

NC
�%�

JPEG �compression ratio=5:1� 38.90 97.6

Sharpening 26.42 91.8

Lightening 18.59 100.

Darkening 18.59 100.

10% noising 24.44 88.1

11% cropping 18.84 79.8

Blurring 26.71 90.5

Distorting 21.93 83.5

Rescaling 32.91 95.4

Jitter 20.56 80.4

Rotation �45 deg to the right� 12.60 54.5

Note: The gray-level test images are of size 51

size 256�256 pixels.

Optical Engineering 077003-8
ound that JPEG, sharpening, lightening, darkening, rescal-
ng, and blurring attacks can merely cause little damage to
he revealed secret images. On the other hand, cropping,
oising, distorting, rotating, and jitter attacks may lead to
ore damage to the revealed secret images. Among these

ttacks, some may lead to low PSNR values such as light-
ning, darkening, cropping, distorting, and jitter attacks;
owever, it seems that the corresponding NC values will
ot decrease too much and hence the secret image can also
e clearly identified. Especially, we found that the proposed
ethod can effectively resist the lightening and darkening

ttacks. Since many compression techniques were devel-
ped in the frequency domain, the transform-domain water-
arking schemes are inherently more robust against com-

ression attacks than other spatial-domain approaches.
herefore, our method may to some extent not be as robust
gainst compression attacks compared with transform-
omain approaches. Finally, we observed that the proposed

ig. 16 �a� Image rotated 45 deg to the right �PSNR=10.31 dB�, �b�
he secret image revealed by VC �NC=76.03% �, and �c� the secret
mage revealed by computers �NC=52.06% �.

images on different attacks �by computers�.

“Lenna” “Peppers” “Monalisa”

NR
B�

NC
�%�

PSNR
�dB�

NC
�%�

PSNR
�dB�

NC
�%�

.54 98.17 38.98 98.18 33.32 97.46

.15 94.39 29.18 94.78 23.40 92.50

.59 100.0 18.59 100.0 18.60 99.78

.59 100.0 18.72 98.63 19.51 97.39

.47 89.77 24.44 90.92 24.58 93.20

.87 74.75 14.73 76.1 15.33 84.00

.83 92.04 28.20 93.96 28.21 95.47

.49 86.73 22.57 88.33 23.72 92.44

.23 97.67 36.64 97.71 30.64 96.59

.08 80.19 19.58 83.51 19.96 88.28

79 50.56 9.55 53.31 7.60 55.79

pixels and the revealed secret images are of
nt test

PS
�d

0 39

0 29

0 18

0 18

8 24

2 14

8 26

7 22

2 37

7 19

0 9.

2�512
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Hsu and Hou: Copyright protection scheme…
scheme is vulnerable to the rotating attack or the cropping
attack with more than 25% of the area cropped. In total, we
can conclude that our scheme meets the requirements of
unambiguousness and robustness against several common
attacks.

6 Conclusions
A novel copyright protection scheme for digital images
based on visual cryptography and statistics was proposed.
The requirements of robustness and unambiguousness were
satisfied by the use of SDM, since the parameters of the
statistics of an image can not be easily changed by many
common attacks. The experimental results proved that the
proposed scheme can resist several common attacks, espe-
cially, the lightening and darkening attacks. Additionally,
the proposed scheme does not alter the host image, and can
identify the ownership without resorting to the original im-
age. Hence, it is very suitable to protect those digital im-
ages that can not be altered, such as medical images. Next,
our scheme enables multiple secret images to be cast into a
single host image without causing any damage to other hid-
den images, and allows the secret image to be of any size
regardless of the size of the host image.

In our method, we fully utilized the advantages of VC,
which can recover the secret image with human eyes with-
out the aid of computers. Security is also guaranteed by the
two-out-of-two VC scheme, of which the required probabil-
ity setting is satisfied by SDM. Thus, without the correct
private key, no one can recover any meaningful image or
obtain any secret information. Thus, the scheme is also
suitable to cover the transmission of secret images.

Although the present version of the proposed scheme

Table 3 The PSNR and NC values of diffe

Attacks

“Airplane”

PSNR
�dB�

NC
�%�

JPEG �compression ratio=5:1� 38.90 98.8

Sharpening 26.42 95.9

Lightening 18.59 100.

Darkening 18.59 100.

10% noising 24.44 94.0

11% cropping 18.84 89.9

Blurring 26.71 95.2

Distorting 21.93 91.7

Rescaling 32.91 97.7

Jitter 20.56 90.2

Rotation �45 deg to the right� 12.60 77.2

Note: The gray-level test images and the revea
deals only with bilevel secret images, it is possible to ex-

Optical Engineering 077003-9
end the method to gray-level or color secret images. For
xample, to deal with gray-level secret images, we can
ransform the continuous-tone secret images into halftone
mages by halftoning methods, such as ordered dither, error
iffusion, blue noise masks, green noise halftoning, direct
inary search, dot diffusion, etc. Then, the same procedure
hat is used to deal with bilevel secret images can be em-
loyed to cast the halftone secret images. In the future, the
ssue of gray-level and color secret images will be further
tudied.
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